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[Safari] https://webkit.org/blog/8462/deprecation-of-legacy-tls-1-0-and-1-1-versions/
[Firefox] https://blog.mozilla.org/security/2018/10/15/removing-old-versions-of-tls/

[Edge] https://blogs.windows.com/msedgedev/2018/10/15/modernizing-tls-edge-ie 11/
[Chrome] https://security.googleblog.com/2018/10/modernizing-transport-security.html
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> BEAR
o] #) A Qualys SSL Labs 12t 2481k SSL @B R ERTS -
B3R BN BESIE TLS 1.2 BHtHE

1~ EZRPUN43E https://www.ssllabs.com/ssltest/

2~ X Hostname fE{UE AL - DIKASHEILAA - 8@ A www.twca.com.tw -

B AEFER "Submit” RIS -

SSL Server Test

This free online service performs a deep analysis of the configuration of any SSL web server on the public Internet. Please note that the

information you submit here is used only to provide you the service. We don't use the domain names or the test results, and we never
will.

Hostname: | www twca.com tw Submit

3 FHERZ - HF "Grade” HIREXF - NRMETH - BRE “Server &1
BRZIP . EEAERBS -

Server Test time Grade

2001:b031:1306:ff00:0:0:0:1011
1 2001-5031-1306-1100-0000-0000-0000-1011 hinet-ip5 hinet net

Wed, 19 Feb 2020 12:59:33 UTC

Duration: 120.8 sec
Ready

4 - TEREREEDP Protocols EEiZ “TLS 1.2” #@&BIEH -

Configuration

Protocols

TLS 1.3 No
ITLS 12 Yes I

TLS 11 No

TLS 10 No

SSL3 No

SSL2 No

For TLS 1.3 tests, we only support RFC 8446

HIRBEGERS Yes” INREATHIGEIE TLS 1.2 - AR 3 ANAEREMZTE

HIRBELERSD N BINREQBMIEHARZIE TLS 1.2 BRRELBHEIL 2R EREIEE -
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PUFstEmE =& A EEMR:3 (1S - Apache * Tomcat) - iR BAMAIIER ESZ 18 TLS 1.2
HYRIELDER -
1- s
1.1 AREAREBEZR
REHEAZ NAERERGHR  MEWNT  RESHFESRPEA regedit BIZTEE"
R T EAMREE -
& =7 b4

— BABT  ENE . T4TEEEEZELZE  Windows
15 sogzs-

ESEH(O): |regedit v|

1.2 IRFREEAKE

kPR HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\
SecurityProviders\SCHANNEL\Protocols
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1.3 #718 TLS 1.2 #4158

X MAKASEHE TLS 1.2 HIBAIEENT  RZEHE -

1.3.1 18 [Protocols {275 R EEIZHTIE - ERERE IR -

BEE

BEF) HEE BRNV) HHOFESER HBH)

A RN D ERRTIE -

4| SecurityProviders - || @& E=fit] =i
: | SaslProfiles 26| (R ) REG_SZ (BEFRE)
4.} SCHANNEL
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B EsEEes
BEFR #EE BRV ZHNSEEW
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SHHEH :

SaslProfiles
SCHAMMEL
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1.4 180X TLS 1.2 #H5-Client
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2- Apache
2.1 BHRY Apache & E &
Apache SSL #ER E BT Apache & EEN
(fk Apache FRAR[E D] BEF AR httpd.conf + httpd-ssl.conf 2§ ssl.conf)

B hrtyd ml con! - B A

EXE WEE SR0) AT NHE

Thiz ig the Apache server configeration file providing SSL support.

It contains the configuration directives to imstruct the server hov to
gerve pages over an https commection. For detailing information abont these
directives gee <URL:huvp://heepd.apache.org/docsl2, 2/mod/nod_ssl . htal>

Do NOT zimply read the instructions im here without understanding
vhat they do. They're here oaly as hints or reminders. If you are sasure
consult the onlimne docs. Tou have been varaed.

Psesdo Randonm Nuaber Gencrator (PRNG):

Configare one or more sources to geed the PREG of the SSL library.
The seed data should be of good random quality.

VARNING! O sone platforns /dev/random blocks if not emough eatropy
ie available, Thiz neans yvou thea canmot use the /dev/random device
becanse [t would lead to wery loag connection tines (as loag as

i1 requires to make more eatropy available). Bat usually those
platforns additionally provide a /dev/urandon device which doesa’t
block. So, If avallable, uvse this one Instead. Read the mod_ss) User

2.2 ¥ SSLProtocol £&]
SREMW: [SLProbeol
1wasA
A RRAERO (‘“ ALD FATD

2.3 184 SSLProtocol 28AR

RRIE SSL W ° olLIA T+~ -0 DBIFRR TR~ BB RERBENHE -

SSLProtocol -all +TLSv1.2 (BIfUER/EF TLS 1.2 - WWIERBEMBGBIRFAVFE)

55LProtocol -all +TLSwl.2

Hwat . MIFRRAZEBE - FEREBRAN LHBERE(BEBEZERZERER)

SSLProtocol -all +TLSv1 +TLSv1.1 +TLSv1.2

(IREER A5 TLS 1.0 - TLS 1.1 - TLS 1.2 B#iHE)

2.4 BESTHERMFESR - WEMRE Apache IRF - EREEN -



3 Tomcat
3.1 BARY Tomcat & E1E
Tomcat SSL #E R EEfEFH Tomcat 2 EEA

(FERR S BSTOMCAT_HOME \conf B #% FRY server.xml 1)

3.2 FARL Tomcat s8 €& server.xml - WIE = " ss|Protocol ; F& - oJ#FHEHE DR SSL 4

BARVER E B
_jsewer.:ml-li!lli“::_ -_.-— —— - -I =B

MWEF) EH(E) #X(0) WMBN) HEHH)
«!-- Define a SSL HTTF/1.1 Connector on port 8443 -
This connector uses the JSSE configuration, when using APR, the

connector should be using the OpenSSL style configuration
described in the 4PR documentation --»

<Connector port="443" protocol="HTTP/1.1" SSLEnabled="true" =
maxThreads="150" scheme="https" secure="true"
clientAuth="false" sslProtocol="TLS"
keystoreFile="c:\mykeystore.jks"
keyAl ias="keyname"

! keystorePass="xxx" /> -

3.3 ¥4 Tomcat 5 3 Tomcat 6 (6.0.38 Al iR A)

BHTIE T sslProtocols 5 52 - sslProtocols="TLSv1.2"

[ serverxm - ESE = & &
mE(F) WRE) BA©O) WAV) WREBH)
This connector uses the JSSE configuration, when using APR, the 4

connector should be using the OpenSSL style configuration
described in the APR documentation -->

<Connector port="443" protocol="HTTP/1.1" SSLEnabled="true"
maxThreads="150" scheme="https" secure="true" -
clientfuth="false" sslProtocol="TLS"
keystoreFile="c:\mykeystore. jks"
keyAl ias="keyname"
keystorePass="xxx"

ssiProtocols="TLSv].2"RE =

i UFEERAHZEARE  FEXEANLBERE(BEBEER,ER)
ss|Protocols="TLSv1,TLSv1.1,TLSv1.2"

(REBRE 2 TLS 1.0 - TLS 1.1 - TLS 1.2 EHBE)



3.4 W% Tomcat 6 (6.0.38 & Z#&RRZ) ¢ Tomcat 7 ~ Tomcat 8

BT T sslEnabledProtocols 4 2%  sslEnabledProtocols="TLSv1.2"

WRE) SHEO BXO) HAV) EHH) —
This connector uses the JSSE configuration, when using APR, the
connector should be using the QOpenSSL style configuration
described in the APR documentation --»>

<Connector port="443" protocol="HTTP/1.1" SSLEnabled="true"
maxThreads="150" scheme="https" secure="true"
clientAuth="false" sslProtocol="TLS"
keystoreFile="c:\mykeystore. jks"
keyal 1as="keyname"
keystorePass="xxx"
sslEnabledProtocol s=" e />

it URERAHFZERE  FEXREZHENLHBEZE(EBEBEZERA,ER)
ss|EnabledProtocols="TLSv1,TLSv1.1,TLSv1.2"

(REER S TLS 1.0 ~ TLS 1.1 ~ TLS 1.2 E#HBE)

3.5 RETHEBMEFER - WEHMRE Tomcat BRTES - EREEM -



